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FPGAs have become key players in data-centers. However, the integration of such accelerators poses several
challenges related to Quality of Service (QoS). Herein we propose a compiler-based toolchain that increases
FPGA flexibility by enabling dynamic stateful HW-SW migration. Task migration is instrumental in solving
at least fault-tolerance and preemption in FPGA. Thus, we design, based on our toolchain, a checkpointing-
rollback framework to enable restoring a task after a component failure (i.e., FPGA crash) and making a first
step toward fault-tolerant data-center systems. Starting from the Xilinx HLS compilation workflow, we design
1) a set of LLVM optimization passes that instrument an FPGA-accelerated application with migration points,
and 2) an asynchronous periodic data backup scheme for efficient context transfers. These together allow the
FPGA-accelerated task to migrate statefully from the FPGA onto its host CPU where execution is resumed.
We evaluate this proposal on several applications and show that, although reliability (inevitably) comes at
a cost, our framework offers promising results by transforming a set of common benchmark kernels into
fault-tolerant kernels with acceptable best-case runtime overheads (e.g., 1.1x for Gaussian Blur filter and
MaxPool operation). We also show that FPGA task preemption allows HW-SW multitasking.
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1 Introduction
Data intensive workloads, such as deep learning and scientific applications, are amongst the most
common applications in data-centers. Such workloads perform a reduced set of operations on
large batches of data. To take advantage of this characteristic and reduce computing costs (i.e.,
$ per operation), many data-centers – such as cloud, edge, and HPC, incorporate heterogeneous
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processing elements, e.g., GPUs (Graphics Processing Units), FPGAs (Field Programmable Gate
Arrays), Application-Speci�c Integrated Circuits (ASICs), etc. [41, 47] in their o�er. Amongst others,
FPGAs have demonstrated their ability to provide �exible and e�cient computation [7, 17].

With the rising interest in incorporating e�cient processing elements in data-centers, both
industry and academia have made signi�cant e�orts to ease the integration and the usage of FPGAs.
A signi�cant step was the High-Level synthesis (HLS) tools that enable the generation of FPGA-
compliant �executables" from high-level languages descriptions (C, C++, OpenCL, ...) [23, 43, 64]. As
a result, many data-center providers integrate FPGA accelerators into their servers and adpot them
as a �standard" service, also called FPGAs-as-a-Service [21, 44, 61, 72]. However, the integration
of accelerators in data-centers raises several Quality of Service (QoS) related issues, such as fault
tolerance and resilience, resource sharing and prioritization � not yet solved on FPGAs [9].

Checkpointing-rollback. Data-centers are multi-tenant environments, where hardware re-
sources are securely shared between users. Multi-tenant systems increase the risk of security
attacks, e.g., denial-of-service, which render FPGAs unusable, similar to the case of an FPGA
hardware error [9, 12, 35, 40, 52]. Hardware component failures, resulting from security attacks or
hardware errors, may occur anytime. Hence, to solve the issue of fault tolerance and resilience, the
system must be robust against unpredictable failures such that the compute service always remains
available. A common strategy to address this is the checkpoint-rollback paradigm: during the
execution of an application, the system takes snapshots of the application's internal state and saves
it outside the component executing it. If a component failure happens � e.g., an FPGA hardware
error � the application can resume from the last valid snapshot and does not need to restart from
scratch. This saves time and helps maintain the application running with minimal degradation.

The sharing of resources among multiple tenants revives the need for prioritization. An hardware
task running on FPGA may have a lower priority than a newly spawned one, which may have
to be executed immediately on the FPGA. The lower priority one could be killed or preempted.
Checkpointing-rollback can also be used to instantly preempt a hardware task running on an FPGA,
thus avoiding the loss of the already executed calculation.

Heterogeneous Checkpointing-rollback. A challenge of checkpointing-rollback is to save
viable snapshots from which the application can safely resume, i.e., the input or output data must
not be corrupted, and all the relevant information on the computing state must be recorded. In
addition, taking snapshots should minimally impact the application execution time. Hence, for
performance and viability reasons, snapshots cannot be placed at any processing point. Moreover,
once an FPGA failure occurs or a preemption is triggered, the interrupted hardware task should be
resumed as soon as possible to minimize service downtime � hence, providing fault tolerance and
availability. However, resuming on the same or another FPGA may not be possible because of a lack
of resources, or may require signi�cant time, because of queuing, reset, and reprogramming (see
Section 2). Therefore, unlike previous work [59], we are the �rst to propose the resumption (rollback)
of the FPGA-accelerated task on its host CPU. This has the advantage of reducing data movements
and competition for FPGA resources and providing minimum resume latency and downtime, but
requires handling cross-architecture migrations between two very di�erent architectures: CPU-
based execution and custom hardware design tailored to user-de�ned applications.

We introduce HW-SW migration: a mechanism that allows moving a task from a hardware
computation engine (FPGA) to software running on a processing unit (CPU) at �ne granularity,
without losing the achieved intermediate computation progress. HW-SW migration introduces the
complex problem of migrating between FPGAs to CPUs that requires the identi�cation of equivalent
processing points at which an application state is transferable between architectures [6, 39, 56].
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Fortunately, kernels running on FPGA have speci�c characteristics, such as idempotence1, which
make possible kernel migration from one architecture to another (see Section 4).

Contributions. We propose to increase the �exibility, reliability, and shareability of FPGAs
through a compiler-based toolchain that inserts checkpoints at equivalence points between custom-
hardware processing and CPU processing. Key contributions:

� An open-source compilation toolchain, based on LLVM, that automatically inserts checkpoints
based on user directives and creates equivalence points to enable cross-architecture live task
migration from FPGA to CPU. It requires no source-code changes and therefore supports
legacy applications.

� A methodology to transform any o�oaded task running on FPGA into a preemptible appli-
cation via checkpoint-enabled FPGA to CPU task migrations. On top of that, we propose a
system able to detect and mitigate Denial-of-Service attacks. Checkpoints are inserted in the
o�oaded kernel. Each time a checkpoint is successfully reached, the context of the task is
sent to the host. When an FPGA crash is detected or a preemption is triggered, the host CPU
resumes the task execution from the last valid received checkpoint.

� An evaluation of the proposed tool on real use-cases.

Outline. This paper is organized as follows: Section 2 further motivates this work; Section 3
discusses background and related work; Section 4 introduces our FPGA-CPU migration; Section 5
details the implementation of our work. Sections 6, 7 and 8 describe key use cases: fault-tolerance,
preemption and modular redundancy; Section 9 presents and analyzes our experimental results.
Section 10 discusses the work limitations, Section 11 concludes.

2 Motivational Use Cases

Fault Tolerance. FPGA failures can result from: organic hardware malfunctions [1], or external
attacks [9, 12, 35, 40, 52]. Although the error rate of FPGAs is generally low (Intel FPGA claims
a Mean Time to Failure of 22.83 years [19]), the error rate is highly dependent on the system
environment [2], and radiation-induced soft errors can cause crashes every few hours in large-scale
deployments [31]. Also, since cloud servers are multi-tenant, they are vulnerable to attacks from
malicious actors [12, 29]. A body of work has demonstrated that FPGAs are prone to crashes
triggered by either direct voltage-based attacks, or bit�ips at speci�c locations [24, 34, 38]. La et al.
[34] demonstrated that in a cloud environment, Denial-of-Service (DoS) attacks may disable (crash)
an FPGA for several hours before a new instance can be started, leading to monetary losses and a
poor customer experience.

In FPGA-acceleration, the loose coupling between host and accelerator does not allow the
former to obtain information on the computation progress achieved by the latter, nor monitor the
occurrence of failures. In many cases, the host CPU is unable to detect an FPGA crash, and will
keep waiting for a reply from the crashed FPGA, causing the application, and even the host, to stall.
For host CPUs that can detect and handle such faults, they must restart the entire accelerated task
from scratch � including FPGA reset and reprogramming, which severely increases service latency.
This issue is most detrimental to FPGA-accelerated applications with long runtimes such as DNA
sequencing, where runtimes on large datasets can extend to thousands of minutes [36].

Previous work (see Section 3) has proposed FPGA to FPGA migration: this solves the issue of
losing what has been computed so far. However, this may require that another identical FPGA is
available in the same data center (see Figure 1a) or in the same machine (see Figure 1b). Then, in
the �rst case, the full (hardware) state of the task must be moved from one machine to another, and

1The idempotence principle is that performing an operation multiple times should have the same e�ect as performing it
once.
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in the second case, users have to wait for FPGA to be available [9]. In both cases, reprogramming
time will further slow down the task. Table 1 reports the reprogramming time necessary for a
set of kernels we used in the evaluation. If no other FPGA to reprogram is available on the same
machine � because not physically present or busy with other tasks � we may want to reset the
the faulty FPGA. In the case of a Xilinx U50, the cost is about 4.8s in our setup (see Section 9).
Moving the task to another server with available FPGA resources in the data center, requires a
VM/container migration that may take seconds due to coordinations with orchestrators. Hence,
this paper explores the possibility of restarting the FPGA task on CPU resources.

Table 1. Vanilla kernels' FPGA reprogramming time (ms)

Lud 1024 Lud 3072 Kmeans Choles. Blur MiniMap MaxPool
312 413 122 679 83 803 764

Fine-grain Sharing. The number of tasks that require FPGA acceleration in data centers may
exceed the available FPGA hardware, creating potential resource contention [61]. Because of
contention, FPGA tasks are queued for available hardware resources as FPGAs typically operate
under a non-preemptive execution model and tasks must run to completion once started [15].

Such constraints may present di�culties when high-priority tasks arrive while the limited
FPGA resources are occupied by longer-running, lower-priority workloads. For instance, scenarios
involving long-running FPGA tasks such as machine learning training or genomic sequencing
� these could potentially occupy scarce FPGA resources for extended periods, raising questions
about how to balance resource allocation and system responsiveness. These considerations suggest
exploring mechanisms for �ne-grain FPGA sharing: preemption, addressing resource management
challenges while maintaining e�cient system operation. We believe that preemption may also
enable "spot" FPGA instances in data centers, similar to spot VMs [70].

N-Modular redundancy. Safety-critical applications subject to stringent requirements, such
as aerospace control systems[58], medical devices, or automotive safety functions[28]�require
guaranteed error-free execution. These applications commonly employ N-modular redundancy
(NMR) [32], where N instances of the same task execute simultaneously with continuous cross-
validation. For the highest criticality levels, safety standards mandate implementation diversity,
requiring each redundant instance use di�erent approaches or heterogeneous hardware to avoid
common-mode failures[27]. Silent data corruption (SDC) represents a critical failure mode in FPGAs,
where computations complete without error detection but produce incorrect results. Large-scale
studies show that SDC occurs in 60-90% of FPGA soft errors [31]. Unlike fail-stop failures that
trigger protective responses, SDC undermines safety standards by allowing corrupted outputs to
propagate undetected. In most FPGA-accelerated computation scenarios, the CPUs are paired with
FPGAs in the system to act as the control plane. CPU-based computation also exhibits lower failure
rates compared to FPGAs [20, 31], making the CPU a perfect candidate to act as a golden reference
model and backup execution module.

3 Background and Related Work

Common FPGA architectures in data-centers are: a server connected to an FPGA (e.g. Microsoft
Catapult v2 [13]), or a server connected to multiple FPGAs (e.g. AWS F1 [47]), see Figure 1. The
choice of architecture is often dictated by its cost-e�ectiveness [9], or application requirements [53].

3.1 Compiler-based Checkpointing

To address cross-architecture migration, we propose a checkpoint-based approach. Periodically
taking a snapshot of the current execution state of an application, and storing it in memory (i.e.,
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creating a checkpoint) in order to restore and replay the execution from that point in the event of a
failure, is a well-established technique. An extensive body of work exists on that topic. Among
those, some proposals have taken advantage of compiler passes to create checkpoints. Zhao et al.
[73] propose a software checkpointing framework. Users can specify checkpoint regions, then use
compiler-driven transformations to instrument all relevant write/store operations with function
calls to back up the values of the stored variables to memory, and insert special functions to handle
system functions with implicit memory writes (e.g.,memcpy). The backed-up data is stored in a
dynamically-sizable checkpoint bu�er in main memory. Choi et al. [16] propose Bolt, a compiler-
based soft error recovery scheme that enables error recovery on transient faults via re-execution of
errored code regions. Bolt partitions and transforms the program code into idempotent regions,
and checkpoints each region at the region boundaries. While these proposals settle important
bases for checkpointing � code instrumentation and idempotent-region partitioning � they are
not su�cient to create the architecture-agnostic equivalence points that are needed for stateful
HW-SW migration. Moreover, these solutions do not target FPGAs, which require special care
regarding the way the computation state is captured.

3.2 Checkpointing an FPGA Kernel

Extensive literature has presented the opportunities to preempt and restore hardware tasks running
on FPGAs [3, 11, 33, 45, 50]. Former solutions bene�t from the read-back bitstream feature o�ered
by many FPGA providers which snapshots the FPGA's state and reloads it when required [50]. This
method has a few main drawbacks: 1) the internal state of BRAMs and DSP blocks cannot be saved
or restored [4], 2) it is target dependant because a bitstream is only suitable for one target device,
and 3) the bitstream read-back feature is very slow [33]. To solve the partial checkpoint problem,
Attia et al. propose an extended multi-cycle hardware checkpoint mechanism that reveals the state
embedded in BRAM or DPS blocks [3, 4]. Other works [11, 33, 45, 57] have preferred to perform
selective context saving using checkpoint based alternatives. In these solutions, the useful (i.e., live)
context is stored using additional hardware, like a scan chain [11, 33].

While these proposals enable a hardware task to stop and resume on the same FPGA, they do
not support moving tasks from one FPGA to another. More recent papers addressed this issue
and allow the preempted task to be migrated from one FPGA to another [55, 59]. Notably, in [55]
the authors rely on the high-level OpenCL programming framework to move a task during its
execution instead of a low-level hardware approach. They designed a full FPGA Manager engine
that can allocate FPGA slots and relocate tasks from one FPGA to another. Also, this proposal does
not store the live context of the task. Moreover, it relies on the OpenCL work item breakdown
scheme to re-submit uncompleted work items to the new FPGA, which limits its applicability to
scheme-compatible tasks only.

(a) Local Accelerator Model (b) Accelerator pool Model

Fig. 1. Example of FPGA linking in datacenters.
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4 Fine-grained live HW/SW task migration

Our proposed migration from a hardware-based FPGA task to a software task on a CPU avoids
the limitations of previous works. It allows a task to resume its execution directly and quickly
on its nearby host CPU in the event of a crash or preemption or a silent-fault; data need not be
transferred wholesale between nodes, and other FPGAs need not be overloaded with more tasks.

Fig. 2. Single input source approach for explicit
checkpointing

Fig. 3. Toolchain overview. Green background high-
light the custom step we have added or modified

4.1 Hardware/So�ware migration challenges

The usual work�ow for an o�oaded kernel is: 1) read data inputs, 2) progressively compute the
outputs based on these inputs and any intermediate computational states, and �nally 3) commit
the �nal computed outputs. Thus, to migrate a task between processing engines without losing
the achieved progress requires moving both the task description (e.g., code) and the state of the
computation, i.e., the execution context.

Since execution contexts are architecture-speci�c, some states are complex to translate from
one processing engine to another (e.g., from x86 to ARM) [5, 6, 42, 69]. Consequently, in literature,
cross-platform migration can only occur at speci�c, well-chosen points. For instance, Barbalace
et al. [6] only allows heterogeneous-ISA (Instruction Set Architecture) migration at prede�ned
points in the code. In our case, the micro-architectures of a hardware kernel running on an FPGA
di�er signi�cantly from a CPU-based kernel execution. In CPU, execution context is held by
) 8 =Ÿ ! 8• (8• ' 8• � 8 ¡ with ! 8 the Local storage data,( 8 the user-space stack,' 8 the user-space visible
state of the CPU (i.e., registers) and� 8 the Heap data space [6]. In contrast, for FPGA custom
hardware, the context is spread across logic registers, BRAMs, and other FPGA internal memories..
Clearly, the translation is non-trivial.

Previous work circumvented this issue by either restricting migration to function boundaries
only [25], or targeting speci�c workloads that restrict the context to OpenCL work-item indexes
to be able to re-dispatch the remaining work-items to a di�erent target[55]. However, none of
these are suitable for generic and dependable high-QoS systems. The �rst method does not enable
�ne-grain migration: in the event of a failure, the whole function must be replayed on the new
computation engine, which can incur a signi�cant rollback delay. The second method only applies
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to workloads that can be split into OpenCL work-items, rendering it dependent on the OpenCL
programming model and inapplicable to legacy applications without code refactoring.

Unlike these approaches, we devise a solution that enables the �ne-grained migration by creating
on-demand migration points � called equivalence points � in the intermediate representation of
an application. These equivalence points are created via custom subroutines inserted into a task.
These subroutines: 1) capture the relevant live context of the task and 2) enable migration.

4.2 Building explicit equivalence points

FPGA kernels have two characteristics enabling the extraction of consistent task contexts with
extra routines: 1) those are enclaved within the target and do not modify the global memory or
access peripherals on their own. 2) Outputs are often written in the FPGA bu�er and then copied
to the central memory on the host's request. This execution model ensures that outputs are only
committed on demand.

These characteristics allow us to ensure idempotent processing for o�oaded kernels. Hence,
by managing partial output committing, we can guarantee the consistency of the system when
restarting the function and reloading its context on another processing engine.

Listing 1. Checkpoint BB
b b . c k p t 1 :
s to re %ID , memCkpt [ 0 ]
s to re %index , memCkpt [ 1 ]
s to re %matA , memCkpt [ . ]
. . .

%bb .ckp t1_end :

Listing 2. Restore BB
b b . r e s t o r e 1 :
%ID = load memCkpt [ 0 ]
%index = load memCkpt [ 1 ]
%matA = load memCkpt [ . ]
. . .
br l abe l %bb .ckp t1_end

Our framework adds custom sub-routines � checkpoints, into the kernel work�ow. These check-
points explicitly extract the live context of the task and store it into a dedicated memory area.
Listing 1 shows a pseudo-code of the checkpointing process. The context of a task at a speci�c
checkpointing point comprises all the live variables at that point. A variable is �live" at a point if it
holds a value that will be used in the future. The restoration process consists of reading the task
context from the checkpoint memory area and reloading live variables with their previous value,
as shown in Listing 2. Unlike software, hardware does not have the notion of function calls (stack)
and heap. This causes some restrictions when restoring the task onto the software (CPU) side: We
must either reconstruct a consistent stack or ensure that checkpoint/restoring processes only occur
at the �rst level of the function call tree. Our design employs the latter.

However, the main challenge remains: given the signi�cant di�erences between the CPU-based
software version of a task and its FPGA-based hardware version, there is no guarantee of �nding
natural equivalence points between them. Indeed, target-speci�c optimization passes on both sides
can refactor the code and remove variables. For example, if the HLS tools implement a loop as
an n-stage pipeline, the loop index as it appears in the software source code will not exist in the
hardware task implementation [18].

We overcome this by designing our framework to use a single shared task representation. We
leverage HLS tools to specify a single high-level language source code for both software (CPU) and
hardware (FPGA) implementations of the task, into which we insert our dedicated sub-routines
before any target-speci�c optimizations and compilations are performed. Figure 2 shows this
methodology: Our single input source code (e.g., a C/C++ description of the task) is lowered to
an Intermediate Representation (IR) by the compiler front-end. At this level, we perform analyses
and code transformations to insert our custom sub-routines. Finally, the modi�ed IR is sent to the
target-speci�c compiler back-ends to generate separate executable �les for CPU and FPGA. These
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(a) Inserted Checkpoint BBs (b) Restore process BB

Fig. 4. Illustration of added BBs in the initial task CFG

executable �les both implement the same explicit checkpoints at the same code locations, ensuring
structural equivalence at such points.

4.3 A compilation-based checkpointing mechanism

For context extraction, our checkpoints must know all the live variables at the checkpoint locations.
For ease of usage, checkpoints are inserted by the compiler. We perform this at IR level due to 1)
the code analysis and transformation steps required (liveness analysis, etc.) and 2) the fact that it is
the lowest task representation shared between hardware and software implementations.

Figure 3 shows the compilation toolchain, and highlights our proposed enhancements in green.
It consumes two input �les: the o�oaded kernel's source code (right), and the host's code that
manages the o�oading of the kernel onto the target (left). The compilation is extended to automatic
checkpoint/rollback code insertion in three steps: Basic Block (BB) splitting, liveness analysis, and
(actual) checkpoint insertion, detailed in Section 5. With these steps, users need only to specify the
checkpointing locations, and the compilation process takes care of outputting sound binaries for
CPU and FPGA.

5 Implementation

Our toolchain is built upon the open-source Vitis HLS toolchain incorporating the LLVM-72

framework [63].

5.1 Custom Compilation Passes

Checkpoints are implemented by inserting new subroutines � new instructions andBBs � into the
kernel IR at the chosen checkpoint locations. Figure 4 illustrates the insertion of theseBBs into the
initial Control-Flow Graph (CFG) of the task. Thesave andrestore subroutines are inserted at
each checkpoint (see Figure 4a). TherestoreManager subroutine is inserted within the function's
entry block (entry BB) to control which checkpoint to restore execution to, based on a checkpoint
ID (CkptID) stored in the checkpoint memory segment (Figure 4b).
A 3-pass Compiler Support. We design our compiler support as a 3-pass compiler �ow. The
kernel code is �rst compiled by clang++ into LLVM IR. The 3-pass �ow consumes this IR and

2Our custom compilation passes are also LLVM-14 compatible.
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Fig. 5. 3-pass Compiler Workflow

outputs the �nal checkpointed kernel IR, which can be lowered into binary for CPU execution, or
synthesized into hardware bitstreams for FPGA execution. The stages of the 3-pass �ow are shown
in Figure 5, and are as follows:

(1) SplitConditionalBB (IR pre-processing). Perform per-Function pre-processing transforma-
tions on an unmodi�ed user's kernel IR �le to facilitate subsequent subroutine injection.
It extracts single-successorBBs from N-successorBBs by splitting before the terminator,
allowing simpler subsequent insertions of checkpoint/restore BBs.

(2) LiveValues (liveness analysis). Perform per-Function liveness analysis for eachBBin the
pre-processed IR Module. The results of the analysis are outputted as JSON �les.

(3) SubroutineInjection (checkpoint insertion). Consume the analysis data fromLiveValues,
and performModule-level transformations on the pre-processed IR. The checkpoint locations
are identi�ed by locating user-directedcheckpoint() directives in the kernel. This pass
outputs the �nal checkpointed IR, and a metadata �le used by the host to allocate the
ckpt_mem_seg memory segment where checkpointed data is stored.

Inter-Pass Communication. A challenge in these passes is the transfer of data betweenLiveValues
(FunctionPass) andSubroutineInjection (ModulePass). Each LLVM pass has a private memory
space that is inaccessible from other passes; data transfer between passes must be mediated by the
LLVM framework. The open-source Vitis HLS toolchain uses a legacy LLVM-7 framework that does
not allow such data transfer betweenFunctionPasses andModulePasses (unless in special situa-
tions). Although LLVM-7 allows such data transfer between passes of the same type,LiveValues
uses dependencies that make it di�cult to modify it into aModulePass, andSubroutineInjection
must be aModulePassto performModule-wide analysis and transformations. We therefore opt to
perform this data transfer using an external JSON �le.
Subroutine Injection Process. Listing 3 shows the algorithm to insert and populate checkpoint and
restore-related BBs. It �rst performs checkpoint selection viaget_checkpointedBBs() , then inserts
a restoreControllerBB . If successful, it processes each checkpointedBBin turn, where it inserts a
saveBB, restoreBB andjunctionBB trio. Finally, for each tracked variable in the checkpointedBB,
it computes its index position inckpt_mem_seg, populates thesaveBB, restoreBB andjunctionBB
with the appropriate instructions, and (if appropriate) propagates thePHIresult fromjunctionBB
across the CFG to maintain the IR's SSA form.
Type Conversions for Mixed Datatype Checkpoints. To simplify data saving and restoring, we
adopt a conservative storing strategy that formats the checkpoint memory segment into the most
memory-demanding data type. For example, if the context is composed of �oat and char variables,
the checkpoint memory segment will be of �oat type, thus avoiding any memory segmentation
issues. This also simpli�es the calculation of the addresses (i.e., o�sets) for the variables, as each
variable occupies the same amount of memory. For cases where checkpointed variables are not
all of ckpt_mem_type, we insert type conversion instructions (e.g.sitofp , fptosi ) before storing
into and after loading from ckpt_mem_seg.
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